Vehicle-2-Vehicle is an emerging and interesting field of research area due to the several possible application in IoT and self-driving vehicles. It allows communication between vehicles, allowing them to share information about traffic and road conditions. Road accidents are nowadays one of the major causes of casualties worldwide, and therefore increasing road safety is very important.
Introduction
Latest development in network communication has contributed to the diffusion of powerful physical devices able to exchange information about their status and act upon reception of commands. These devices, well known under the name of Internet of Things (IoT), are getting increasing interest from the literature in the latest years. One of the most interesting application of these technologies is in communication between vehicles (as Vehicle-2-Vehicle or V2V) or between vehicles and fixed devices (known as Vehicle-2-Infrastructure or V2I). Moreover, allowing vehicles to "sense" the surrounding area, using technologies like LIDAR and RADAR, allows exploiting communication capabilities in order to inform nearby vehicles of traffic conditions and issuing warnings about road condition.
These technologies are also interesting considering the possible application of cloud algorithms, allowing better distribution of computation complexity over the network, reducing load while increasing service opportunities for the nodes [3, 4, 5] .
According the World Health Organization 1 , more than 1.25 million people die every year as a result of road traffic crashes. Moreover, road traffic crashes cost most countries 3% of their gross domestic products. Without proper action, it is predicted that it will become the seventh leading cause of deaths by 2030. We believe that technology, in particularly related to vehicle communication and cooperation, may help reducing these numbers by a large amount.
In this paper we present RADS: a smart Road Anomalies Detection System using Vehicle-2-Vehicle network and cluster features, which uses a smart combination of V2V and car distances evaluation in order to recognise anomalies (like accidents, road blocks, etc.) and promptly alert nearby vehicles of the potential danger.
Related works
Positioning systems and related services, in particular based on V2V and/or various localization systems are having a lot of attention from literature in the latest years [16] . With regards to positioning systems, many proposals were presented in the latest years, either based on satellites (like GPS or GLONASS), wireless networks (Wireless Positioning Systems or WPS) [8, 9, 10] or Inertial Navigation Systems (INS, based on sensors like accelerometers and gyroscopes) [7] .
Vehicle Ad-hoc NETworks (VANETs), moreover, are having a lot of attention from literature due to several characteristics which have large improvement possibilities. For instance, routing information through the network poses issues due to limited bandwidth [15, 2, 17] .
In Vehicle mobility and communication channel models for realistic and efficient highway VANET simulation [1] authors provide meaningful models for simulation of realistic VANET on highways. Deploying a real-world test bed is expensive, and is therefore useful to have a reliable model for testing purposes.
VANETs have many real-life potential usages. One of the most common usage for VANET regards traffic detection [18, 20, 14] , but most cloud-based services may also be implemented in VANETs. For instance, in Scalable VANET content routing using hierarchical bloom filters [19] , for example, authors discuss scalable routing for contents which also considers storage and searching of information on the network. It uses a hierarchical bloom filter in order to take users mobility in consideration. It shows an improvement in response time up to 45% while also reducing the traffic up to 85%.
In VANET-cloud: a generic cloud computing model for vehicular Ad Hoc networks [13] authors propose a way to offer standard cloud services (computation, storage or storage) using VANETs, considering two distinct sub-models: one for standard cloud services, like Software as a Service (SaaS), Infrastructure as a Service (IaaS) and Platform as a Service (PaaS), and one consisting of vehicles which form a sort of temporary cloud.
In DiG-Park: A Smart Parking Availability Searching Method Using V2V/V2I and DGP-Class Problem [11] authors consider a novel methodology which allows users to find an appropriate place in a crowded parking lot using V2V in combination with a positioning system based on a Distance Geometry Problem algorithm.
In PAM-SAD: Ubiquitous Car Parking Availability Model Based on V2V and Smartphone Activity Detection [12] authors provide a method to determine available roadside parking slots using V2V in combination with GPS for localization and activity detection via smartphone.
Finally, for statistical purposes, it may be useful to record travel data for users, in order to further optimize trips based on preferred routes. For this scope, in Hypaco-a new model for hybrid paths compression of geodetic tracks [6] authors provide a method to compress geodetic data in a hybrid environment (GPS, WPS, INS) limiting needed storage memory.
Outline
The rest of the paper is organized as follows: first of all we have some considerations on localization systems and ways to measure distances between elements in a VANET situation (section 3), then we broadly describe our proposed system (section 4) and finally we present our conclusions and some ideas for future development (section 5).
Evaluation of vehicle distances, relative speeds and accelerations
In the latest years several methods have been proposed for distance evaluation between smart devices. In outdoor environments it is possible to use satellitebased localization systems (such as GPS or GLONASS), which are very precise, but are also not reliable in narrow urban canyons and in indoor areas as they need to have clear sky-visibility for satellite connection.
For indoor situations, several localization systems based on WiFi signal strength (WPS localization) and inertial navigation systems (or INS), based on gyroscopes, compass and accelerometers, have been proposed.
WPS grants a good level of localization accuracy, but relies on a deployed network infrastructure, which needs to be calibrated over time in order to keep the positioning precision reliable.
On the other hand, inertial navigation systems do not need calibration. However, since the positioning is based on a previously calculated position (Dead-reckoning technique), error tends to grow over time due to sensors error which cumulates. Therefore, it is important to find a way to correct these errors over time.
Other methods include usage of RADAR/LIDAR devices which respectively use sound and light reflections in order to determine distance from nearby elements. The main usage of these technologies is nowadays in selfdriving vehicles for detection of road obstacles.
Distance between vehicles has been used in several previous work in order to determine absolute vehicles position in space using Distance Geometry Problem algorithms (DGP). DGP uses evaluated distances in order to build a graph, which is then roto-translated using well-known fixed points (normally a network infrastructure) in order to determine the absolute position of each element in an area. This approach is interesting, but it is also quite expensive in terms of computation time and complexity.
Given distances, it is quite easy to calculate relative speeds and accelerations. Let's consider two successive distance matrices, we have that their point-per-point difference gives the relative speed matrix. Given two successive speed matrices, their difference indicates the relative acceleration matrix. Therefore, we only need three successive distance matrices in order to determine relative speeds and accelerations.
It is possible to parallelize all the needed N ×N subtractions over the N vehicular nodes with little synchronization effort, distributing the θ(n 2 ) computational complexity to θ(n) on each node.
Proposed system
In this paper we propose a methodology which allows detection of anomalies in road movement for a large number of vehicles.
We use a smart combination of GPS localization and Vehicle-2-Vehicle network to determine cars distances and build an appropriate clusterization. Each cluster, using vehicles relative positions, is able to calculate its extension and density. This calculation is repeated with a set frequency, and irregularties in detected density (with respect to the base evaluated condition) are marked on the map and broadcasted to nearby clusters. The base condition is considered with regards to road features (like points of interest, signs, one-way/two-way roads, semaphores, number of lanes and so on).
There are several critical factors to be taken in consideration:
Distance matrix scan frequency higher scan frequencies increase system responsiveness at the cost of a higher computation complexity (over time), while lower scan frequencies have better tolerance for short-lived issues which should not be detected;
Environmental constraints it is important to consider different situation with regards to the type of road we are in: highways require different metrics from city streets or countryside roads. Moreover, it is also important to take time in consideration: for instance, during the night city streets are less crowded than in rush hour, while highways situation does not change as much in different time of days;
Proper network segmentation it is mandatory considering vehicles heading: vehicles which travel on the same road but in opposite directions should belong to distinct graphs;
Anomalies caused by single vehicles misbehavior cars which overtake several vehicles in a row or sideroad emergency stops should be ignored as they do not impact on proper road traffic. It is important to distinguish these special cases and apply proper corrections to the algorithms in order to reduce false-positives;
Distance matrix maximum size each vehicle should only consider a limited number of nearby vehicles for distance evaluation: a high vehicle count in distance matrix leads to higher computation time, which in turn reduces system effectiveness. On the other hand, having a small dataset, while being faster is also less accurate in detection of anomalies;
Base situation evaluation
Evaluating a proper base condition is mandatory in order to determine whether a variation should be considered an anomaly or just a common variation in values. For instance, when near a traffic light, it is normal to expect distances to reduce, while it is unexpected in highways. Therefore, we decided to create a grid, and for each cell a base condition is evaluated based on road type, average traffic and presence of road signs and traffic lights. This base condition, however, changes over time: for instance, a highway should have average traffic at all times, with slight better conditions during night time; city roads, on the other hand, may have peak hours during which the traffic is severely slowed, but also times at which the traffic is almost absent, for example during the night but not on weekend. One possible way to find a proper base condition is by averaging values gathered over the last hour in each zone. All these information have a small footprint and can be stored and shared through the V2V network and optionally to a nearby local infrastructure (V2I).
Once a proper base situation has been established, it can be used in order to perform the needed comparisons with the realtime-measured values.
Anomalies recognition
For anomalies recognition, several possible algorithms have been proposed in the latest years. Since our project is focused on detection of traffic jams and slowdowns, we are going to clusterize the vehicles in an interesting area and only consider their in-cluster density. F ← calculateFeatureVector(c) 14 : end for 15: return F Clusterization is made using a common k-means algorithm, which is efficient and lightweight. It is a partial clustering algorithm which is able to subdivide a set of objects in n subsets based on their attributes (position, speed and so on). The objective of the algorithm is to minimize the variance between elements of the same cluster. Each cluster has a center element, which is a centroid or average value. The algorithm begins by assigning n random centers, then grouping each element with the nearest center. Centers are then recalculated and the procedure is repeated until it converges to a stable solution. It is normally very fast and it does not require much computation power, and is therefore usable on embedded devices with slow processors. Cluster count is normally passed as parameter to k-means algorithm, but in our case we decided to go for a different for all f ∈ S {for each feature vector f in sequence S} do 5:
end for 7: if T > M AX T {M AX T is the maximum possible threshold} then approach, calculating the cluster number as a fraction of the total number of vehicles in an interesting area. This, however does not ensure that each cluster has exactly the same number of vehicles. We may have larger and smaller clusters, based for instance on the number of lanes of a single road in an area (see algorithm 1).
Once clusters are determined, each cluster is able to cooperatively calculate it size and vehicle density. This density is strictly monitored, and any alteration is considered. If the alteration value is larger than a set threshold (evaluated in algorithm 2), the alteration is considered an anomaly (see algorithm 3), and the information is broadcasted to nearby 
if a < 0 {no alert detected, resetting} then 8:
else if a > T {over threshold, alert} then 10: broadcast(a, i)
11:
A ← 0 12:
A ← a{cumulate possible alerts} 14: end if 15: end for 16: return A clusters. However, since anomalies may cumulate over time (without going over the threshold), we also consider a case when situation is worse than the base condition. In this case we cumulate anomalies over time until a alert is triggered. If the situation returns to normality, every alert is reset.
For instance, if a group of vehicles speed decreases rapidly, their distance from the following cars would reduce as well, and this event increases the cluster density (more vehicle in a smaller area). If we consider a low threshold, for example in an area where traffic is normally moving smoothly, this alteration is detected as a potential anomaly, and nearby clusters are alerted. On the other hand, if an area is subject to frequent slowdowns, the alteration may be considered "normal" and ignored. However the threshold has a well-established maximum value: even if an area is normally subject to heavy traffic, a traffic halt is always marked as anomaly. This allows users to avoid areas which are in a critical state, even if that specific area has a high threshold. Without this setting, some areas may never get marked.
Conclusions and future work
In this paper we presented RADS: a smart Road Anomalies Detection System using Vehicle-2-Vehicle network and cluster features, a novel methodology for detection and broadcasting of road anomalies using V2V and a modified k-means algorithm. After clusterization, vehicles cooperate in order to determine a valid base condition for a certain area, which is then used for determination of anomalies. When an anomaly is detected, is broadcasted to nearby clusters and users are alerted.
Future work may include finding other means for clusterization, a more reliable method for determination of the amount of clusters, or finding a faster algorithm for base condition determination.
